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I.  PURPOSE
The purpose of this procedure is to establish criteria for governing the release of protected health information (PHI). We will strive to maintain procedures which reflect current regulations governing the patient’s right to privacy, confidentiality laws, and latest legislation concerning what is classified as public information.

II.  GUIDELINE

A. HIPAA Public Law 104-19, C.F.R. 45, Parts 160 and 164.

1. It is the hospital’s duty to protect and preserve the confidential information within the record.

2. The Custodian of Records is responsible for the safeguarding and dissemination of all PHI.

3. All PHI including age, service on which the patient was hospitalized, and all professional information is considered privileged and may not be disclosed without proper authorization by the patient.

4. The hospital is responsible for the safety of the medical record content against loss, tampering, defacement, and from acquisition by unauthorized persons.

5. All tangible medical records are the property of the hospital, and the hospital may rightfully adopt rules and regulations governing the procedure for release of health information.

6. All PHI is the property of the patient.

7. It is the procedure of Pomerene Hospital to comply or respond with all court orders, subpoenas, coroner’s office, law enforcement, and/or other requests for PHI as required by law.

8. It is our procedure to release only documentation generated by and clinical services performed at Pomerene Hospital. Documentation created by other facilities is not the property of Pomerene Hospital and can only be released by those facilities.

IV.  PROCEDURE

A. Written authorization by the patient or a legally qualified representative (Power of Attorney) is required for release of PHI to person not authorized to receive the information.

B. Requests for PHI should be directed to the Health Information Department. Requests for PHI specific to clinical areas that the Health Information Department can not access should be directed to the appropriate clinical department (i.e., requests for x-ray films should be directed to Radiology Department).

C. Right to Request Restriction:

1. The patient has the right to request restrictions on the release of PHI.
a. Admitting/Registration will document in the computer system.  The name will not be listed on the census for non-clinical departments and will be flagged as restricted on the census in clinical departments.
D. Release of non-confidential information:

1. Information consists of name with verification of hospitalization and date of admission and discharge is considered and defined as non-confidential.

2. Such information may be released without authorization.

E. Release of confidential information:

1. All information other than that classified in non-confidential statement is considered confidential and disclosure is restricted by rights of the patient.

2. Authorization- the confidence of the medical record is the right of the patient.

a. This right may be waived by patient through signed authorization to hospital.

b. Authorization should be:

i. Addressed to hospital

ii. Contain name of person or company to whom information is to be given

iii. Be dated (authorization must be dated within 12 months to be valid)

1) If patient is a minor, authorization must be signed by one of the parents or legal guardian.

2) Either parent whether custodial or not may have access to a minor’s medical records per amended substitute Senate Bill #3.

3) In certain cases, when patient is a minor (married or self-supporting and living apart from patient’s residence), he may sign his own authorization (mature minor).

4) If patient has died, authorization must be signed by next of kin if no estate is to be filed with court or by Administrator or Executor of deceased estate.

5) Must present legal documentation providing administrator or executorship of deceased estate or a letter by next of kin stating no estate is to be filed by court, notarized and witnessed by another person or attorney.
6) If patient is unable to sign authorization by reason of physical or mental disability, authorization should be signed by next of kin or legally appointed guardian.

7) If possible, verification of such disability should be obtained from physician. 

8) If legal guardian is appointed, must have copy of court appointed papers.

9) Though not required, it is advisable to obtain signature of patient during hospitalization for comparison with signed authorization which may be submitted later by a third party seeking information.

F. Voluntary Release of Confidential Information

1. Person wishing to view PHI must contact the Health Information Department either in person or by mailing/faxing a copy of the authorization to the Health Information Department or designee prior to coming to the hospital.

a. Requests must site specific dates of service or range of dates.  Requests for “any and all records” cannot be honored.

b. Sit with the person who wishes to view the PHI.
c. 24 hour notification is required for review of records.
d. Signed authorization.
2. To Attorneys and Other Persons Concerned with Claims

a. Without Authorization from the patient – NO information other than that classified as non-confidential should be released without specific signed authorization of the patient.
3. Employee access to PHI

a. Records related to pre-employment physical are for employment purposes only and are not part of any medical record.  Employees do not have access to this information.  Records generated as a result of job related injury will be available following the same protocols in place for release of PHI.

b. In such cases, the physician must indicate his concern on the medical record and the record may be released to a physician designated by the employee.

c. If employee insists, contact Compliance Officer or designee.

4. To Extended/ Intermediate Care Facilities
a. Information may be released to transferring facility with patient.

b. If patient is taken to SNF/ICF by family, authorization on a written request must be obtained.

5. For the purpose of research, audits, and education, medical records may be used without written authorization of the patient (O.R.C. 3701.263).

a. However, every precaution should be taken to ensure the confidentiality of record to include a review of written request with identity of researcher or requestor.

6. To Outside Correspondence Company

a. Confidential patient information may be accessed by employees of an outside correspondence company contracted for purposes of photocopying the information in response to properly authorized requests for copies of medical records. Employees of said contracted company are bound by the same confidentiality requirements as are employees of this facility.

7. To Public Health Agencies (City/County Health Departments)

a. Public health laws require certain confidential information must be reported to Public health authorities.
i. NO AUTHORIZATION necessary in these instances.

ii. Director of Nursing has specifics or contact with Health Department.

iii. All other confidential information should be released only upon presentation of authorization signed by patient or legal guardianship.

8. Peer Review

a. Hospital relationship with PRO is covered by Memorandum of Understanding. Peer Review is completed by hospital personnel during the normal course of business and covered by confidentiality statements per hospital policy. Peer Review of a medical record may fall into one of the following categories:

i. Monitoring and evaluation of appropriateness and quality of care.

ii. Departmental review for performance.

iii. Accrediting surveys

iv. Education/research reasons- automated date processing or designated information (i.e. CPHA).

b. Since their activities are covered by state regulations of Department of Human Services, the review of medical records by them is also considered to be covered.

c. Peer Review is only acting in conjunction with the Medicare/Medicaid rules adopted by legislature.

d. Above signed regulations bind hospitals by virtue of a generalized “provider agreement” signed by all Medicare / Medicaid participating hospitals.

e. Regulation 476.111 (a) of the statutes’ provisions grants the secretary access to appropriate records to determine amount due to a provider, and the statutory provision granting PROs access to records.

f. The signed agreement in credit allows the hospital to release such information for review by the PRO without requesting a consent since it is to pay for a pending claim.

9. To Public Voluntary Welfare Agencies

a. Hospital should provide all reasonable assistance to these agencies but NO confidential information should be released without signed authorization of a patient or guardian.

b. If welfare agency holds legal custody of patient, a copy of that custody paper should be presented.

10. To Insurance Companies

a. Without Authorization from the Patient- NO information other than that classified as non-confidential should be released to any insurance company without specific signed patient authorization.

b. With Authorization- Confidential information should be released to insurance companies only when authorization signed by patient is present.

i. When request is from Blue Shield, Blue Cross, Medicare, Department of Public Welfare requesting information regarding extent of medical services for payment in drug/alcohol, obtain informed consent.

ii. If in doubt, check with insurance department for signed authorization.

iii. If authorization should state and identify the request as to information desired and be presented within 12 months after authorization has been signed by the patient.

iv. On request, additional information may be furnished by abstract or photostatic copy.

11. To Patients

a. Information may be released upon written authorization (O.R.C. 3701.74)

b. Photo ID is required and comparison check is performed.  If there is any doubt, compare with signature on hospital chart.

c. All records will be placed in enclosed envelope addressed to person specified in consent.

d. Patient will not be assessed a fee for first copy of requested information. Subsequent copies of the same information will be charged a fee to the patient according to fees set by statute.

12. To Relatives, Family Members, Friends and Visitors- NO information other than that classified as non-confidential should be given. When receiving requests regarding a patient’s condition by family members, friends, and visitors, the following must be observed:

a. If patient is unable to pick up records and a relative or friend comes in to pick up a written authorization by patient must be presented or letter from patient requesting to whom the records shall be released.

b. Photo ID is required when picking up records.

c. All requests for information other than the identification information should be referred to attending physician (exceptions: Immunization records should be secured from attending physician, in-house only).

d. If the patient is able to consent at time of request, verbal consent will be obtained from the patient and documented in the medical record.

i. Information verbally provided by personnel will consist only of brief description on the patient’s current condition in terms of “stable”, “improving”, etc. The clinical healthcare providers must use their judgment in providing additional information and prudence is required.

e. If the patient is unable to provide verbal consent due to physical or mental incapacitation and an assigned surrogate decision maker for the patient IS ESTABLISHED, consent for release of verbal information will be obtained from the surrogate and documented in the medical record.

f. If the patient is unable to provide verbal consent due to physical or mental incapacitation and an assigned surrogate decision maker for the patient IS NOT ESTABLISHED, verbal information, as outlined in this procedure, may be provided to the following individuals:

i. Spouse

ii. Adult children

iii. Children (as appropriate to age)

iv. Siblings

v. Legal Next of Kin

vi. Caregiver/Guardian

13. With Authorization

a. Attorneys or other persons concerned with claims presenting the hospital with written authorization signed by patient, not more than 12 months to presentation, should be allowed to inspect medical record.

b. On request, additional information may be furnished by abstract or photostatic copy.

c. Though not required, and as a courtesy to attending physician, permission from attending physician should be secured.

i. Attending physician should know of a request to view chart of patient by person(s) authorized by patient.

14. Worker’s Compensation Commission Cases

a. According to law, representatives of WCC are entitled to review the record of a patient making a claim through the commission without the permission of the patient.

b. Such representative must present to the Hospital proof of identity as commission representative.

i. When possible, have them bring a copy of release of authorization signed by patient.

15. Confidentiality Regulations in Drug Abuse and Alcoholism Records

a. Upon written consent of patient, which must be specific for particular use of release.

b. All release of information will be carried out according to 42 CFR Federal Regulations, Part 2.

16. To Physicians or Other Institutions

a. No health professional information is given over the telephone except in cases of definite emergency. In such cases, the name and telephone number of the physician or hospital agency calling are taken, checked in the directory and the call returned.

b. Privileged information is not given to any federal institution including the VA without written authorization from the patient.

c. PHI can be given to physicians noted on the patient record without a written authorization from the patient.

i. If patient changes physician and has consulted a physician not identified on record, an authorization must be obtained from the patient.

d. Information is not given to employers or company physicians without written authorization from the patient.

e. Information may be released to other hospitals with authorization on a written request from the other hospital stating that the person is now under care in their institution.
i. Information may be given by telephone only in cases of a definite emergency and in such case, calls should be returned in order to verify identity of individual to whom information is being given out.

ii. Document call, caller and information released.

f. In rare cases when a patient has requested that no PHI be released, it will be necessary to have the patient’s consent to give information to another hospital or to a staff physician, unless continuity of care is compromised.

g. Information to welfare or social agencies should be released only on the written authorization of the patient.

h. PHI is provided to insurance investigators or attorneys only upon written authorization of the patient. No PHI should be provided over the telephone.
i. When an insurance investigator, attorney, or any other individual having proper authorization desires to see the medical record, the following procedure should be followed:

i. The individual reviewing the medical record shall be asked to sign his/her name and indicate the date.
ii. In the event that the patient’s chart contains several combined admissions, the authorization must so indicate that the viewer may see any and all records. However, in the event of a limited authorization, the individual reviewing the chart is not permitted to see any other portion and it should be removed from the folder before being given for inspection.

iii. Industrial Commission: Any authorized agent of the Industrial Commission of Ohio is authorized to review any record without permission of the patient, provided the patient is an industrial case and the hospital has a contract with the Industrial Commission.

K. The following topics for release of information may be found in the Compliance Procedure “Allowed PHI Disclosure for Law Enforcement purposes”.

1. Disclosures to Law Enforcement

2. Disclosure to Coroner’s Office

3. Subpoenas Duces Tecum / Court Orders

4. Subpoenas Duces Tecum by Notaries

L. Requests for PHI by Patients
1. In cases where a psychiatric condition is indicated, the attending physician is to be notified in order that he/she may determine if it is in the best interest of the patient to be knowledgeable of the contents of his/her medical record. Arrangements can be made for the joint viewing of the record by the patient and the attending physician.

2. All patients are now permitted access to PHI. Where copies are requested, the patient will not be charged for the first copy. However, if a second copy of the same PHI is requested, the patient will be charged the established rates as set forth by statute. EXCEPTION: In cases where patient is an adoptive child, all PHI in the name of the natural parents are frozen and can be released ONLY BY COURT ORDER.
M. Telephone Requests for PHI

1. The caller must identify himself/herself and relationship to the patient.

2. No information is to be released regarding the patient’s condition/status.

3. Information that may be released is limited to the patient’s phone extension number or discharge date.

N. Any other individuals requesting information regarding the patient must receive authorization from the patient or the patient’s physician.

O. As condition of employment, all personnel are cautioned not to discuss any information regarding patients with others. Causal comments with fellow co-workers throughout the institution may be overheard and violates privacy laws as established by HIPAA.

P. As required by state and federal law, information pertaining to victims of abuse, violence, sexual assault will be released to regulatory agencies, per HIPAA guidelines.

Q. As appropriate to state and federal law, any patient information requested by state and/or federal agencies will be released accordingly.

R. Information related to insurance benefits that may relate clinically to the patient will be released only upon proper identification of the requesting individual.

S. Medical records may not be removed from the hospital’s jurisdiction except in accordance with a court order, subpoena, statute, or for medical archiving per contractual agreement with a designated vendor.

T. Special consideration should be given in release of information of patient’s with psychiatric disorders (including suicide attempts), chemical abuse (alcohol/drugs), and AIDS.

U. In the event of patient demise, the executor of the estate may sign for release of information. If there is no appointed executor, the next of kin would be asked to sign per the following sequence:

1. Spouse, if married
2. Adult son or daughter

3. Parent

4. Adult brother or sister

5. Guardian

V. Criteria for Proper Authorization of Release of PHI

1. Authorization that is signed by a deceased person is not valid.

2. Authorization should be witnessed and dated.

3. Authorization dated prior to the dates of the PHI being requested is not valid.

4. Authorization should be dated within 12 months prior to the date if the request. Date may be extended if the reason is satisfactory to Health Information Director.
5. Photocopy of an authorization is acceptable.

6. Authorization in the case of a deceased patient follows the usual custom of authorization for autopsy, namely:

a. Spouse

b. Parents

c. Children

d. Siblings

e. More remote relatives

The authority of the executor of an estate should be recognized upon proof of appointment.

f. If authorization is required from a person who has been determined to be incapacitated by the attending physician, the next of kin may sign the authorization.

g. Whenever a doubt exists as to the authenticity of the release, always request a current authorization.

